SQL Server 2000/2008
Event type

Session Info
Session Info
Session Info

Audit all changes to any user profile
Administrative action
Administrative action
Administrative action

Administrative action
Administrative action

Administrative action
Administrative action

Adminstrative action
Adminstrative action

Track all action on all tables
User Action
User Action
User Action
User Action

Audit System Privileges Use
Administrative action
Administrative action

Metadata Change
Metadata Change
Metadata Change

Metadata Change
Metadata Change
Metadata Change

Metadata Change
Metadata Change

Audit Action

LOGON
LOGOFF
LOGIN FAILED

CREATE USER
ALTER USER
DROP USER

ADD ROLE
DROP ROLE

ADD SERVER ROLE
DROP SERVER ROLE

ADD MEMBER TO DB ROLE
DROP ROLE MEMBER

SELECT (table, view)
INSERT (table, view)
UPDATE (table, view)
DELETE (table, view)

GRANT OBJECT (table, procedure)
REVOKE OBJECT (table, procedure)

CREATE TABLE
ALTER TABLE
DROP TABLE

CREATE VIEW
DROP VIEW
ALTER VIEW

CREATE INDEX
ALTER INDEX

Eventclass

User
User
User

User
User
User

Role
Role

Role
Role

Role
Role

Data
Data
Data
Data

Object Privilege
Object Privilege

Metadata
Metadata
Metadata

Metadata
Metadata
Metadata

Metadata
Metadata

Successclass

Success/Failure
Success/Failure
Failure

Success/Failure
Success/Failure
Success/Failure

Success/Failure
Success/Failure

Success/Failure
Success/Failure

Success/Failure
Success/Failure

Success/Failure
Success/Failure
Success/Failure
Success/Failure

Success/Failure
Success/Failure

Success/Failure
Success/Failure
Success/Failure

Success/Failure
Success/Failure
Success/Failure

Success/Failure
Success/Failure

SQL Server Event Name

Login
Logout
Login Failed

Add DB User event
Add DB User event
Add DB User event

Audit Add Role
Audit Add Role

Audit Add Login to Server Role Event
Audit Add Login to Server Role Event

Add Member to DB Role
Add Member to DB Role

Audit Object Permission Event
Audit Object Permission Event
Audit Object Permission Event
Audit Object Permission Event

Audit Object GDR Event
Audit Object GDR Event

Audit Statement Permission Event
Audit Object Derived Permission Event
Audit Object Derived Permission Event

Audit Statement Permission Event
Audit Object Derived Permission Event
Audit Object Derived Permission Event

Audit Object Derived Permission Event
Audit Object Derived Permission

109
109
109

1M1
1M

108
108

110
110

114
114
114
114

103
103

113
118
118

113
118
118

118
118



Metadata Change
Metadata Change
Metadata Change
Metadata Change
Metadata Change
Metadata Change
Metadata Change

Metadata Change
Metadata Change

DROP INDEX
CREATE FUNCTION
ALTER FUNCTION
DROP FUNCTION
CREATE TRIGGER
ALTER TRIGGER
DROP TRIGGER

ADD DTS PACKAGE
DROP DTS PACKAGE

Metadata
Metadata
Metadata
Metadata
Metadata
Metadata
Metadata

Metadata
Metadata

Success/Failure
Success/Failure
Success/Failure
Success/Failure
Success/Failure
Success/Failure
Success/Failure

Success/Failure
Success/Failure

Audit Object Derived Permission Event
Audit Statement Permission Event

Audit Object Derived Permission Event
Audit Object Derived Permission Event
Audit Object Derived Permission Event
Audit Object Derived Permission Event
Audit Object Derived Permission Event

Audit Object Permission Event
Audit Object Permission Event

118
113
118
118
118
118
118

114
114



