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KEY THEMES
See what the Securosis folks 
will be the talk of the show 

this year.

COVERAGE AREA 
BREAKDOWNS

A deeper dive into each of the 
subject areas in security, and 

what we think will be 
announced at RSA.

WHERE TO SEE US
Where you can see us speak, 

hang, and/or drink at the 
show.

VENDOR LIST
Figure out which vendors will 

be at the show, and where 
they’ll be.

Welcome to RSA 2012 
The annual RSA Conference represents a great opportunity to learn 
what’s new in security, see some old friends, and have a great time. 
That assumes you have a plan to take advantage of the time, as the 3 
official days (up to 6 if you hit all the pre-event opportunities) tend to 
go by quickly. Your friends at Securosis want to kickstart your 
planning efforts with our third annual “Securosis Guide to the RSA 
Conference.” 

Over the 15+ years we’ve been going to the show, it has gotten bigger and harder to 
navigate as the security industry has grown bigger and harder to navigate. This guide 
should give you a good idea of what to expect at the show ̶ laying out what we 
expect to be key themes of the show, diving into the major technology areas we cover, 
and letting you know where to find us. 

Like last year, we have done our best to break out vendors by tech areas, and added a 
more comprehensive vendor list including web addresses, so you track down your 
favorite vendors after the show, since they probably won’t be hammering your phone 
10 minutes after you get back to the office. We’d also like to thank all our Contributing 
Analysts ̶ David Mortman, Gunnar Peterson, Dave Lewis, and James Arlen ̶ for 
helping keep us honest and contributing and reviewing content. And we definitely 
need to acknowledge Chris Pepper, our stalwart editor and Defender of Grammar. 
Lastly, we’d also like to thank Lucas Samaras from Mosaic Security. He provided some 
updated vendor lists that made updating our grids much easier.

Enjoy the show. We look forward to seeing you in San Francisco.

Rich, Mike and Adrian
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#OccupyRSA
It’s hard to believe, but the RSA breach was less than a year ago. Feels like forever, doesn’t it? At last year’s RSA 
Conference we heard a lot of marketing puffery about stopping the APT, and guess what? We’re in for another week of 
baseless claims and excessive FUD about targeted attacks, advanced malware, and how to detect state-sponsored 
attackers. As long as you remember that you can’t stop a targeted attack, and continue to focus on Reacting Faster and 
Better, you’ll have plenty to look at. Especially given that our conference hosts acquired the leading network forensics 
company (NetWitness) last spring. Just remember to laugh as you walk around the show floor in your Red Army uniform.

But there is another return engagement we expect to witness at this year’s RSA: the Guy-Fawkes-mask-wearing crew from 
Anonymous. Though they have kept busy over the past year occupying every park in the nation, we figure they’ll make 
some kind of splash at RSA. If only because their boy Topiary’s trial is scheduled to start in May. Obviously it’ll be hard 
for them to top the grand entrance they made on the back of Aaron Barr and HBGary at last year’s conference, but we 
figure they’re up to something. Given the continuing rise of chaotic actors, and our inability to build a reasonable threat 
model against attackers who have no clear motive, it’ll be interesting to see them #OccupyRSA.

Is there a Cloud in Your Pocket?
Or are you just happy to see us? We’ve said it before and we’ll say it again ‒ the overlapping rapid adoption of cloud 
computing and mobility make this the most exciting time to be in technology since the start of the Internet bubble. I find 
today far more interesting, because these two trends affect our lives more fundamentally than the early days of the 
Internet. Then again, avalanches, earthquakes, and someone pointing an assault rifle at your nose are also pretty exciting, 
but from a different perspective.

Unlike the past two years, at this year’s conference we will see far more real cloud security solutions. Up until now most 
of what we’ve seen was marketecture or cloudwashing, but merely printing a pretty pamphlet or tossing your existing 
product into a virtual appliance doesn’t make a real cloud security tool. Of course we see plenty of make-believe, but we 

Key Themes
How many times have you shown up at the RSA 
Conference to see the hype machine fully 
engaged on a topic or two? Remember how 1999 
was going to be the Year of PKI? And 2000. And 
2001. And 2002. So what’s going to be news of 
the show this year? Here is a quick list of some 
key topics that will likely be top of mind at RSA, 
and why you should care.
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see the emergence of new and exciting tools designed from the ground up for cloud security. Our biggest problem is that 
we still need more people who understand practical cloud architectures, but most of the people I meet at security 
conferences are more interested in writing policy. Unless you know how this stuff works you won’t be able to tell which is 
which ‒ it all looks good on paper. But here’s a hint ‒ if it’s the same product name as an appliance on your network, 
odds are it’s an old product that’s been dipped in a bath of cloudy paint.

And then there’s mobility. I can securely access every file I have on every computer through my phone or tablet, but for 
everyone like me there are dozens of less paranoid folks doing the same thing with no thought for protecting their data. 
IT lost the battle to fully control all devices entering the enterprise long ago, and combined with the current dramatic 
growth in local storage on laptops, even barely-technical users can snarf down all the storage they can choke down from 
the cloud. You’ll see consumerization and mobility themes at nearly every booth, even the food vendors, but for good 
reason. Everyone I know is forced to adapt to all those friggin’ iPhones and iPads coming in the door, as well as the 
occasional malware magnet (Android) and the very pretty, can’t-figure-out-why-she’s-being-ignored Windows Mobile.

Ha-Duped about Security BigData
Yep, it looks like security has gotten intelligence and business-style analysis religion. So you’ll see and hear a lot of 
BigData, massive databases, NoSQL, Hadoop, and service-based architectures that enable analysis of ginormous data 
stores to pinpoint attacks. And there is plenty of value in applying ‘BigData’ tactics to security analytics and management. 
But we clearly aren’t there yet. You will see a bunch of vendors talking about their new alerting engines taking advantage 
of these cool new data management tactics, but at the end of the day, it’s not how something gets done ‒ it’s still what 
gets done.

So a Hadoop-based backend is no more inherently helpful than that 10-year-old RDBMS-based SIEM you never got to 
work. You still have to know what to ask the data engine to get meaningful answers. Rather than being blinded by the 
shininess of the BigData backend focus on how to use the tool in practice. On how to set up the queries to alert on stuff 
that maybe you don’t know about. Unless the #OccupyRSA folks are sending you their attack plans ahead of time. Then 
you don’t have to worry…

Data Olestra
It’s supposed to be good for you. It’s in lots of the products you buy. Marketing documents advertise how you’ll stay 
slender while enjoying tasty goodness. It’s a miracle product and everyone uses it! Yep, I am talking about Olestra! The 
irony here is that the product actually makes you fatter. Worse, eat too much, and you’ll ‘leak’ like crazy in your pants. 
Yuck! Notice any similarities between that and IT products? We buy solutions that are supposed to keep us secure, but 
don’t. These products suck up all your budget and personnel resources. And the coup de grace is your boss ‒ the person 
who gave you the budget to buy these security tools ‒ has the deluded conviction that your data is secure. You’re leaking 
like crazy! Your customer database is in Eastern Europe and your super secret schematics are in China ‒ and who’s to 
blame? Yeah, not so much fun in hindsight, is it?

You will hear about the latest and greatest products at RSA this year, especially for to data security. But what’s different 
this year? Why is this shiny new model any better than the last shiny new model? That’s right ‒ it’s not, really. So as 
usual, as you are roaming the show floor, keep everything in context. That means you’ll get back to the office and use risk 
management analysis to understand what security threats will have meaningful impact on your business, rather than 
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being distracted by less serious ‘noisy’ threats. You’ll re-allocate budget for key technologies that actually solve the 
problems you need solved. It means getting more out of the products you have, such as Monitoring up the Stack with 
your SIEM tool and using the rest of the DLP solution you already own. It means more efficient deployments through the 
cloud, or perhaps using managed security service providers. When you go to the show this year, you should be looking at 
both your incumbent vendors and the new technology providers with a clear eye on effectiveness. Remember, diet fads 
ultimately fail because weight loss means a lifestyle change. There’s no magic fat substitute that will allow you to eat 
yourself thin, nor will you buy yourself secure.

NextGen Again
Our focus on the next generation (NG) has been plaguing the security business for years. Basically, it’s an 
acknowledgement that the stuff we have now stinks, and you need a next generation solution to solve the problem. For 
the past 4 years we have heard all about NextGen firewalls (NGFW) and now the Big G (that’s Gartner for you Securosis 
n00bs) has started talking about next generation IPS. As the Who sang: “Here’s the New Boss, same as the old boss!”

Of course the path to application-aware network security devices which represent the next generation of network security 
is where we need to be heading. Being able to block port 80 isn’t very useful anymore, so deep packet inspection and 
application-centric policies will be all the rage for everyone showing network security gear at the conference. Which 
means every vendor will have a NextGen box, regardless of what it actually does. You think RSA Conference marketeers 
are going to let truth get in the way of building buzz on the show floor? Right, no shot.

So as with our little Olestra ramble above, keep everything in context. NGFW is not a magic bullet ‒ it won’t enable you 
to eat your way thin. But it will provide additional visibility, and then eventually a better bit of control over what’s 
happening within the protocols that permeate your network. So check them out and see how shiny they are, but don’t 
think this is the year you finally solve the problem.

Mobile Payment Security Anti-theme
Google wallets. PayPal at the Point of Sale. Payment apps. Square. Smart cards. Chip and Pin. Chip and no pin. And 
guess what? There is nothing to see here. That’s right, we are at the cusp of a payment revolution, and you will hear next 
to nothing about it at this year’s RSA Conference. Thousands of customers are adopting new payment methods, most 
through their mobile devices, and there is not even a whisper about it at the largest security conference in the world. 
That’s because security is a reactionary need ‒ nobody is interested until there is a problem. Well, that and the payment 
providers and card brands don’t want to talk about the negatives ‒ better to get you as a paying customer first. We have 
already seen mass infection of Android devices, and we understand mobile devices can effortlessly exfiltrate a significant 
fraction of your intellectual property. So do we believe that mobile payment applications and devices are secure? Is the 
Pope? ‒ well… hold that thought.

There is no reason to expect these new payment applications to be secure just because they come from big household 
names. In fact history shows that big firms, rushing headlong to capture market share, only care about security once they 
have a huge market. Or a huge breach ‒ whichever comes first. That means prioritizing features over security ‒ every 
time. Based on initial product reviews, there are security holes in every implementation we have seen. And what’s more, 
there is no guarantee that consumers are protected from liability, as they are currently when using credit cards. So who’s 
protecting your wallet?

mailto:info@securosis.com?subject=
mailto:info@securosis.com?subject=
http://www.securosis.com
http://www.securosis.com
https://securosis.com/research/publication/monitoring-up-the-stack-adding-value-to-siem
https://securosis.com/research/publication/monitoring-up-the-stack-adding-value-to-siem


Securosis, L.L.C.     515 E. Carefree Highway, Suite 766   Phoenix, AZ 85085    T 602-412-3051     info@securosis.com    www.securosis.com

Upcoming Research
This is a list of some of the work we have coming up this quarter. We like to flaunt our work 

whenever we have a captive audience.

• The Securosis Nexus soft launch in Q1.

• Deploying and Implementing a Data Loss Prevention 
Solution. This paper continues where Understanding and 
Selecting a DLP Solution finishes. Launches right after RSA.

• Data Security for Cloud Computing. This will be an in-depth 
co-branded paper with the Cloud Security Alliance. While we 
are writing a master paper, it will also be broken out into 
smaller pieces for better distribution.

• Vulnerability Management Evolution. Amazingly enough, 
we’ve never really documented our thoughts on how 
vulnerability management evolves and how it fits into the 
security eco-system. What used to be scanners are now 
more fully functioned assessment platforms, and we feel it’s 
time to help our readers understand how it’s going to affect 
them.

• We are considering running another version of our Data 
Security Survey. You can see the 2010 version at https://
securosis.com/research/publication/the-securosis-2010-
data-security-survey. Other than fixing a couple of survey 
errors the questions will remain the same so we can do 
some really nice comparatives.

• Certification of Cloud Security Knowledge (CCSK): We are 
teaching CCSK classes in San Jose at the end of March 
(https://securosisccsk.eventbrite.com/), as well as in Milan, 
Italy (http://ccsk-italy.eventbrite.com/) in early April. Both 
classes will include the instructor training workshop. For all 
upcoming classes, check out the CSA training schedule.

Visit the new research 
page.
It only took 5 years, but we’ve finally built a page 
with every paper we’ve written.

You can find it at https://securosis.com/
research/research-reports

Over time we’ll keep this up to date so there’s 
never any question where to go to find a paper.

And someday maybe we’ll even finish posting all 
our presentations and other content. We promise.

mailto:info@securosis.com?subject=
mailto:info@securosis.com?subject=
http://www.securosis.com
http://www.securosis.com
https://securosis.com/research/publication/the-securosis-2010-data-security-survey
https://securosis.com/research/publication/the-securosis-2010-data-security-survey
https://securosis.com/research/publication/the-securosis-2010-data-security-survey
https://securosis.com/research/publication/the-securosis-2010-data-security-survey
https://securosis.com/research/publication/the-securosis-2010-data-security-survey
https://securosis.com/research/publication/the-securosis-2010-data-security-survey
https://securosisccsk.eventbrite.com
https://securosisccsk.eventbrite.com
http://ccsk-italy.eventbrite.com/
http://ccsk-italy.eventbrite.com/
https://cloudsecurityalliance.org/education/training/class-schedule/
https://cloudsecurityalliance.org/education/training/class-schedule/
https://securosis.com/research/research-reports
https://securosis.com/research/research-reports
https://securosis.com/research/research-reports
https://securosis.com/research/research-reports


Securosis, L.L.C.     515 E. Carefree Highway, Suite 766   Phoenix, AZ 85085    T 602-412-3051     info@securosis.com    www.securosis.com

Data Security
In the the last twelve months we’ve witnessed 
the highest rates of data theft disclosures since 
the record setting year of 2008 (including, for 
the first time in public, Rich’s credit card). So 
predictably there will be plenty of FUD 
balloons flying at this year’s conference. From 
Anonymous to the never-ending Wikileaks 
fallout and cloud fears, there is no shortage of 
chatter about data security (or “data 
governance” for people who prefer to write 
about protecting stuff instead of actually 
protecting it).

Guess Mr. Market is deciding what’s really 
important, and it usually aligns with the 
headlines of the week. But you know us, we 
still think Data Security is pretty critical and 
all this attention is actually starting to drive 
things in a positive direction, as opposed to 
the days of thinking data security meant SSL + 
email filtering.

Da Cloud and Virtual Private Storage
The top two issues we hear most organizations cite when 
they are concerned about moving to cloud computing, 

especially public cloud, are data security and compliance. 
While we aren’t lawyers or auditors, we have a good idea 
how data security is playing out. The question shouldn’t be 
to move or not to move, but should be how to adopt cloud 
computing securely. The good news is you can often use 
your existing encryption and key management 
infrastructure to encrypt data and then store it in a public 
cloud. Novel, eh? We call it Virtual Private Storage, just as 
VPNs use encryption to protect communications over a 
public resource.

Many enterprises want to take advantage of cheap (maybe) 
public cloud computing resources, but compliance and 
security fears still hold them back. Some firms choose 
instead to build a private cloud using their own gear or 
request a private cloud from a public cloud provider (even 
Amazon will sell you dedicated racks… for a price). But the 
virtual private storage movement seems to be a hit with 
early adopters, with companies able to enjoy elastic cloud 
storage goodness, leveraging cloud storage cost economies 
instead of growing (and throwing money into) their SAN/

1. If I lose my 
keys, can you 
restart my 
database like 
OnStar?

2. Is your data 
bigger than 
that guy’s Big 
Data?

3. Can you 
remotely blow 
up my iPad? 
You know if I 
leave it on a 
plane?

Big
3
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NAS investment, and avoiding many of the security 
concerns inherent to multi-tenant environments. Amazon 
AWS quietly productized a solution for this a few months 
back, making it even easier to get your data into their 
cloud, securely. Plus most encryption and key management 
vendors have basic IaaS support in current products for 
private and hybrid clouds, with some better public cloud 
coverage on the way.

Big is the New Big
The machine is hungry ‒ must feed the machine! Smart 
phones sending app data and geolocation data, discreet 
marketing spyware and web site tracking tools are 
generating a mass of consumer data increasingly stored in 
big data and NoSQL databases for analysis, never mind all 
the enterprises linking together previously-disparate data 
for analysis.

There will be lots of noise about about Big Data and 
security at RSAC, but most of it is hype. Many security 
vendors don’t even realize Big Data refers to a specific set 
of technologies and not any large storage repository. Plus, 
a lot of the people collecting and using Big Data have no 
real interest in securing that data; only getting more data 
and pumping into more sophisticated analysis models. And 
most of the off-the-shelf security technologies won’t work 
in a Big Data environment or the endpoints where the data 
is collected.

And let’s also not confuse Big Data from the user 
standpoint, which as described above, as massive analysis 
of sensitive business information, with Big Security Data. 
You’ll also hear a lot about more effectively analyzing the 
scads of security data collected, but that’s different. 

Masking
It’s a simple technology that scrambles data. It’s been 
around for many years and has been used widely to create 
safe test data from production databases. But the growth in 
this market over the last two years leads us to believe that 
masking vendors will have a bigger presence at the RSA 
show. No, not as big as firewalls, but these are definitely 

folks you should be looking at. Fueling the growth is the 
ability to effectively protect large complex data sets in a 
way that encryption and masking technologies have not. 
For example, encrypting a Hadoop cluster is usually 
neither feasible nor desirable. Second, the development of 
dynamic masking and ‘in place’ masking variants are 
easier to use than many ETL solutions. Expect to hear 
about masking from both big and small vendors during the 
show. 

Big Brother and iOS
Data Loss Prevention will still have a big presence this year 
both in terms of the dedicated tools and the DLP-Lite 
features being added to everything from your firewall to 
the Moscone beverage stations. But there are also new 
technologies keeping an eye on how users work with data- 
from Database Activity Monitoring (which we now call 
Database Security Platforms, and Gartner calls Database 
Audit and Protection), to File Activity Monitoring, to new 
endpoint and cloud-oriented tools. Also expect a lot of talk 
about protecting data from those evil iPhones and iPads.

Breaking down the trend what we will see are more tools 
offering more monitoring in more places. Some of these 
will be content aware, while others will merely watch 
access patterns and activities. A key differentiator will be 
how well their analytics work, and how well they tie to 
directory servers to identify the real users behind what’s 
going on. This is more evolution than revolution, and be 
cautious with products that claim new data protection 
features but really haven’t added content analysis or other 
information-centric technology.

As for iOS, Apple’s App Store restrictions are forcing the 
vendors to get creative. you’ll see a mix of folks doing little 
more than mobile device management, while others are 
focusing on really supporting mobility with well-designed 
portals and sandboxes that still allow the users to work on 
their devices. To be honest, this one is a tough problem.
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Data Security Vendors at RSA 2012:

DLP Database Security Encryption
CA Technologies (1630) Application Security (523) Cryptomathic (2358)

McAfee (1117) BeyondTrust (545) Entrust (2325)

RSA (1727) dataguise (645) Netronome Systems (2333)

Symantec (1417) Fortinet (823) Liaison (733)

TrustWave (917) IBM (2233) Symantec/PGP (1417)

Websense (1332) Imperva (517) RSA (1727)

LogLogic (529) SafeNet (1354)

McAfee (1117) SPYRUS (1953)

Oracle (2425) Thales E-Security (723)

Venafi (1653)

Vormetric (245)

WinMagic (939)
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Application 
Security
Building security in? Bolting it on? If you 
develop in-house applications, it’s likely both. 
Application security will be a key theme of the 
show. But the preponderance of application 
security tools will block, scan, mask, shield, 
‘re-perimeterize’, reconfigure, or reset 
connections from the outside. Bolt-on is the 
dominant application security model for the 
foreseeable future. The good news is that you 
may not be the one managing it, as there is a 
whole bunch of new cloud security services 
and technologies available. Security as a 
service, anyone? Here’s what we expect to see 
at this year’s RSA Conference.

SECaaS
Security as a Service, or ‘SECaaS’; basically using ‘the 
cloud’ to deliver security services. No, it’s not a new 
concept, but a new label to capture the new variations on 
this theme. What’s new is that some of the new services 
are not just SaaS, but delivered for PaaS or IaaS protection 
as well. And the technologies have progressed well beyond 
anti-spam and web-site scanning. During the show you will 

see a lot of ‘cloudwashing’ ‒ where the vendor replaces 
‘network’ with ‘cloud’ in their marketing collateral, and 
suddenly they are a cloud provider ‒ which makes it tough 
to know who’s legit. Fortunately at the show you will see 
several vendors who genuinely redesigned products to be 
delivered as a service from the cloud and/or into cloud 
environments. Offerings like web application firewalls 
available from IaaS vendors, code scanning in the cloud, 
DNS redirectors for web app request and content scanning, 
and threat intelligence based signature generation, just to 
name a few. The new cloud service models offers greater 
simplicity as well as cost reduction, so we are betting these 
new services will be popular with customers. They’ll 
certainly be a hit on the show floor.

Securing Applications at Scale
Large enterprises and governments trying to secure 
thousands of off-the-shelf and homegrown applications live 
with this problem every day. Limited resources are the key 

1. How can you 
help me secure 
my zillion lines 
of code?

2. Is your app 
tester more 
effective than 
Charlie Miller?

3. How can your 
service make 
my developers 
smarter? 

Big
3
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issue ‒ it’s a bit like weathering a poop storm with a paper 
hat. Not enough protection and the limited resources you 
have are not suitable for the job. It’s hard to be 
sympathetic as most of these organizations created their 
own headaches ‒ remember when you thought it was a 
good idea to put a web interface on those legacy 
applications? Yeah, that’s what I’m talking about. Now you 
have billions of lines of code, designed to be buried deep 
within your private token ring, providing content to people 
outside your company. Part of the reason application 
security moves at a snail’s pace is because of the sheer 
scope of the problem. It’s not that companies don’t know 
their applications ‒ especially web applications ‒ are not 
secure, but the time and money required to address all the 
problems are overwhelming. A continuing theme we are 
seeing is how to deal with application security at scale. It’s 
both an admission that we’re not fixing everything, and an 
examination of how to best utilize resources to secure 
applications. Risk analysis, identifying cross-domain 
threats, encapsulation, re-perimeterization, and multi-
dimensional prioritization of bug fixes are all strategies. 
There’s no embodying product that you’ll see at the show, 
but we suggest this as a topic of discussion when you chat 
with folks. Many vendors will be talking about the problem 
and how their product fits within a specific strategic 
approach for addressing the issue.

Code Analysis? Meh. DAST? Yeah.

The merits of ‘building security in’ are widely touted but 
adoption remains sporadic. Awareness, the scale of the 
issue, and cultural impediments all keep tools that help 
build secure code a small portion of the overall application 
security market. Regardless, we expect to hear lots of talk 
about code analysis and white box testing. These products 
offer genuine value and several major firms made 
significant investments in the technology last year. While 
the hype will be in favor of white box code analysis, the 
development community remains divided. No one is 
arguing the value of white box testing, but adoption is 
slower than we expected. Very large software development 
firms with lots of money implement a little of each secure 
code development technique in their arsenal, including 

white box as a core element, basically because they can. 
The rest of the market? Not so much. Small firms focus on 
one or two areas during the design, development, or 
testing phase. Maybe. And that usually means fuzzing and 
Dynamic Application Security Testing (DAST). Whether it’s 
developer culture, or mindset, or how security integrates 
with development tools, or this is just the way customers 
want to solve security issues ‒ the preference is for semi-
black-box web scanning products.

Big Data, Little App Security
You’re going to hear a lot about big data and big data 
security issues at the conference. Big Data definitely needs 
to be on the buzzword bingo card. And 99 out of 100 
vendors who tell you they have a big data security solution 
are lying. The market is still determining what the realistic 
threats are and how to combat them. But we know 
application security will be a bolt-on affair for a long 
period, because:

Big data application development has huge support and is 
growing rapidly.

A vanishingly low percentage of developer resources are 
going into designing secure applications for big data.

SQL injection, command injection, and XSS are commonly 
found on most of the front-end platforms that support 
NoSQL development. Some of them did not even have 
legitimate access controls until recently! Yes, jump into 
your time machine and set the clock for 10 years ago. 
Make no mistake ‒ firms are pumping huge amounts of 
data into production non-relational databases without 
much more than firewalls and SSL protecting them. So if 
you have some architects playing around with these 
technologies (and you do), work on identifying some 
alternatives to secure them at the show.
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Application Security Vendors at RSA 2012:

Web App Firewalls Application Testing Secure
Development

Akamai (851) Armorize (329) Arxan (324)

Barracuda Networks (1147) Core Security (1759) Coverity (333)

HP (1717) HP (1717) IBM (2233)

Fortinet (823) IBM (2233) HP (1717)

Imperva (517) IOActive (2159) Vineyard Networks (2655)

Qualys (1431) Mykonos (2253)

TrustWave (917) nCircle (1023)

Qualys (1431)

Rapid7 (428)

Tenable (729)

Veracode (1853)
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Network 
Security
Firewalls are (still) dead! Long live the 

perimeter security gateway!

Shockingly enough, similar to the past three years at RSAC, 
you’ll hear a lot about next generation firewalls (NGFW). 
And you should, as ports and protocol-based firewall rules 
will soon go the way of the dodo bird. If by soon, we mean 
5+ years anyway, but corporate inertia remains a hard 
game to predict. The reality is that you need to start 
moving toward a deeper inspection of both ingress and 
egress traffic through your network, and the NGFW is the 
way to do that.

The good news is that every (and we mean every) vendor 
in the network security space will be showing a NGFW at 
the show. Some are less NG than a bolted-on IPS to do the 
application layer inspection, but at the end of the day they 
can all claim to meet the NGFW market requirements, as 
defined by the name-brand analysts anyway. Which 
basically means these devices are less firewalls and more 
perimeter security gateways. So we will see two general 
positioning tactics from the vendors:

1. Firewall-centric vendors: These folks will pull a full 
frontal assault on the IPS business. They’ll talk about 
how there is no reason to have a stand-alone IPS 
anymore and that the NGFW now does everything the 

IPS does and more. The real question for you is 
whether you are ready for the forklift that moving to a 
consolidated perimeter security platform requires.

2. IPS vendors: IPS vendors have to protect their existing 
revenue streams, so they will be talking about how the 
NGFW is the ultimate goal, but it’s more about how 
you get there. They’ll be talking about migration and 
co-existence and all those other good things that made 
customers feel good about dropping a million bucks on 
an IPS 18 months ago.

But no one will be talking about how the IPS or yesterday’s 
ports & protocols firewall remains the cornerstone of the 
perimeter security strategy. That sacred cow is slain, so 
now it’s more about how you get there. Which means 
you’ll be hearing a different tune from many of the UTM 
vendors. Those same brand-name analysts always dictated 
that UTM only met small company needs and didn’t have 
a place in an enterprise network. Of course that wasn’t 
exactly true but the UTM vendors have stopped fighting it.

1. Can you help 
migrate my 
existing 
firewall 
policies to 
your NGFW?

2. Didn’t you call 
your box a 
UTM last year? 
How is it a 
NGFW this 
year?

3. Can you block 
a zero day 
attack on the 
perimeter?

Big
3
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Now they just magically call their UTM a NGFW. It actually 
makes sense (from their perspective) as they understand 
that an application-aware firewall is just a traditional 
firewall with an IPS bolted on for application classification. 
Is that a ‘NGFW’? No, because it still runs on firewall 
blocking rules based on ports and protocols (as opposed to 
applications), but it’s not like RSA attendees (or most mid-
market customers) are going to really know the difference.

Control (or lack thereof)
Another batch of hyperbole you’ll hear at the conference is 
about control. This actually plays into a deeply felt desire 
on the part of all security professionals, who don’t really 
control much of anything on a daily basis. So you want to 
buy devices that provide control over your environment. 
But this is really just a different way of pushing you 
towards the NGFW, to gain ‘control’ over the applications 
your dimwit end users run.

But control tends to put the cart ahead of the horse. The 
greatest impact of the NGFW is not in setting application-
aware policies. Not at first. The first huge value of a NGFW 
is gaining visibility over what is going on in your 
environment. Basically, you probably have no idea what 
apps are being used by whom and when. The NGFW will 
show you that, and then (only then) are you in a position 
to start trying to control your environment through 
application-centric policies.

While you are checking out the show floor remember that 
embracing application-awareness on your perimeter is 
about more than just controlling the traffic. It all starts with 
figuring out what is really happening on your network.

Network-based Malware Detection gains 

momentum
Traditional endpoint AV doesn’t work. That public service 
message has been brought to you by your friend Captain 
Obvious. But even though blacklists and signatures don’t 
work anymore, there are certain indicators of malware that 
can be tracked. Unfortunately that requires you to actually 
execute the malware to see what it does. Basically it’s a 

sandbox. It’s not really efficient to put a sandbox on every 
endpoint (though the endpoint protection vendors will try), 
so this capability is moving to the perimeter.

Thus a hot category you’ll see at RSA is “network-based 
malware detection” gear. These devices sit on the 
perimeter and watch all the files passing through to figure 
out which of them look bad and then either alert or block. 
They also track command and control traffic on egress 
links to see which devices have already been compromised 
and trigger your incident response process. Of course these 
monitors aren’t a panacea for catching all malware 
entering your network, but you can stop the low hanging 
fruit before it makes its way onto your network.

There are two main approaches to NBMD, which are 
described ad nauseum in our recently published paper, so 
we won’t get into that here. But suffice it to say, we believe 
this technology is important and until it gets fully 
integrated into the perimeter security gateway, it’s a class 
of device you should be checking out while you are at the 
show.

Big security flexes its muscle
Given the need for highly specialized chips to do 
application-aware traffic inspection, and the need to see a 
ton of traffic to do this network-based malware detection 
and reputation analysis, network security is no longer 
really a place for start-ups (and no, Palo Alto is no longer a 
start-up, per se). At least according to the big vendors. It’s 
viability FUD, pure and simple. But they’ll be flinging it 
everywhere like toddlers who just learned to remove their 
diapers.

Consolidation has resulted in only a few players that truly 
focus only on network security, and most are smaller 
companies waiting to be acquired by big security players. 
But this is the natural order of things. That doesn’t mean 
we won’t see innovation and more start-ups doing very 
cool things to address issues with the big vendors, who 
don’t excel at innovation. We will, but this year we think 
the focus from the big vendors is going to be on how they 
can meet all your network security needs.
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Network Security Vendors at RSA 2012:

Network SecurityNetwork Security Network Analysis/
Forensics

Authentication

Barracuda Networks (1147) IBM (2233) Anue System (2433) Authentify (832)

Celestix Networks (2551) Juniper (923) Arbor Networks (2417) Behaviosec (2454)

Check Point (1925) Lancope (1051) BreakingPoint (1917) Entrust (2325)

Cisco (1316) McAfee (1117) Gigamon LLC (745) Equifax/Anakam (222)

Cyberoam (323) Motorola (2726) Ixia (2545) Gemalto (234)

Damballa (2225) Netgear (255) Lancope (1051) HID Global (1646)

FireEye (2117) Net Optics (1753) Narus (1917) Okta (216)

Fluke/AirMagnet (556) Palo Alto Networks (1638) Qosmos (2158) OneLogin (655)

ForeScout (931) Radware (856) RSA/NetWitness (1727) PhoneFactor (1045)

Fortinet (823) Sophos/Astaro (1817) Solera Networks (2351) RSA (1727)

F5 Networks (2147) SonicWALL (1153) VSS Monitoring (2533) SecureAuth (217)

GFI Software (632) SourceFire (2552) StrongAuth (2520)

HBGary (2738) StoneSoft (945) Symantec (1417)

HOB (1447) Trend Micro (1833) Symplified (118)

HP/TippingPoint (1717) TrustWave (917) SafeNet (1354)

HS USA (2439) WatchGuard (1453) Thales e-Security (723)

InfoExpress (2623) Wedge Networks (153) Vasco Data Security (135)

mailto:info@securosis.com?subject=
mailto:info@securosis.com?subject=
http://www.securosis.com
http://www.securosis.com


Securosis, L.L.C.     515 E. Carefree Highway, Suite 766   Phoenix, AZ 85085    T 602-412-3051     info@securosis.com    www.securosis.com

Endpoint 
Security
Ah, the endpoint. Do you remember the good 
old days when endpoint devices were laptops? 
That made things pretty simple, but alas, 
times have changed and the endpoint devices 
you are tasked to protect have changed as 
well. That means it’s not just PC-type devices 
you have to worry about ‒ it’s all varieties of 
smartphones and in some industries other 
devices including point of sale terminals, 
kiosks, control systems, etc. Basically 
anything with an operating system can be 
hacked, so you need to worry about it. Good 
times.

BYOD Everywhere
You’ll hear a lot about “consumerization” at RSAC 2012. 
Most of the vendors will focus on smartphones, as they are 
the clear and present danger. These devices aren’t going 
away, so everybody will be talking about mobile device 
management. But as in other early markets, there is a 
plenty of talk but little reality to back it up. You should use 
the venue to figure out what you really need to worry 

about, and for this technology that’s really the deployment 
model.

It comes down to a few questions:

1. Can you use the enterprise console from your 
smartphone vendor? Amazingly enough, the 
smartphone vendors have decent controls to manage 
their devices. And if you live in a homogenous world 
this is a logical choice. But if you live in a 
heterogenous world (or can’t kill all those BlackBerries 
in one fell swoop), a vendor console won’t cut it.

2. Does your IT management vendor have an offering? 
Some of the big stack IT security/management folks 
have figured out that MDM is kind of important, so 
they offer solutions that plug into the stuff you already 
use. Then you can tackle the best of breed vs. big stack 
discussion, but this is increasingly a reasonable 
alternative.

1. WIll you buy 
me dinner 
after 
<redacting> 
us for so many 
years?

2. Have you ever 
seen real live 
mobile 
malware?

3. How are you 
better than 
crappy free AV?

Big
3
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3. What about those other tools? If you struck out with 
the first two questions you should look at one of the 
start-up vendors who make a trade on heterogenous 
environment. But don’t just look for MDM ‒ focus on 
what else those folks are working on. Maybe it’s better 
malware checking. Perhaps it’s integration with 
network controls (to restrict devices to certain network 
segments). If you find a standalone product, it is likely 
to be acquired during your depreciation cycle, so be 
sure there is enough added value to warrant the tool 
standing alone for a while.

Another topic to grill vendors on is how they work with the 
“walled garden” of iOS (Apple mobile devices). Vendors 
have limited access into iOS, so look for innovation above 
and beyond what you can get with Apple’s console.

Finally, check out our research on Bridging the Mobile 
Security Gap (Staring Down Network Anarchy, The Need 
for Context, and Operational Consistency), as that research 
deals with many of these consumerization & BYOD issues, 
especially around integrating with the network.

The Biggest AV Loser
Last year’s annual drops of the latest and greatest in 
endpoint protection suites were all about sucking less. And 
taking up less real estate and compute power on the 
endpoint devices. Given the compliance regimes many of 
you live under, getting rid of endpoint protection isn’t an 

option, so less suckage means less heartburn for you. At 
least you can look at the bright side, right?

In terms of technology evolution there won’t be much 
spoken about at the RSA Conference. You’ll see vendors 
still worshipping the Cloud Messiah, as they try to leverage 
their libraries of a billion AV signatures in the cloud. That 
isn’t very interesting but check into how they leverage file 
‘reputation’ to track which files look like malware, and 
your options to block them. The AV vendors actually have 
been hard at work bolstering this file analysis capability, so 
have them run you through their cloud architectures to 
learn more. It’s still early in terms of effectiveness but the 
technology is promising.

You will also see adjunct endpoint malware detection 
technologies positioned to address the shortcomings of 
current endpoint protection. You know, basically 
everything. The technology (such as Sourcefire’s FireAMP) 
is positioned as the cloud file analysis technology discussed 
above so the big vendors will say they do this, but be wary 
of them selling futures. There are differences, though ‒ 
particularly in terms of tracking proliferation and getting 
better visibility into what the malware is doing.

You can learn a lot more about this malware analysis 
process by checking out our Quant research, which goes 
into gory detail on the process and provides some context 
for how the tools fit into the process.
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Endpoint Security Vendors at RSA 2012:

Endpoint Anti-Malware Disk Encryption Mobile Security
AhnLab (1157) BeCrypt (442) AirWatch (951)

Bit9 (428) BlockMaster AB (728) Cisco (1925)

BeyondTrust (545) Check Point (1925) Device Lock (959)

BitDefender (654) Entrust (2325) Good Technology (127)

BluePoint Security (2517) McAfee (1117) IronKey (2241)

Check Point (1925) Microsoft (1616) Juniper (923)

Comodo Group (2539) RSA (1727) Kaspersky (2025)

Commtouch (253) IronKey (2241) McAfee (1117)

CoreTrace (1959) Imation (839) RIM (732)

ESET (1139) Kingston Technology (1059) Sophos (1817)

GFI Software (632) Sophos (1817) Symantec (1417)

Kaspersky (2025) Symantec (1417) Trend Micro (1833)

McAfee (1117) Trend Micro (1833) Wave Systems (939)

Microsoft (1616) Wave Systems (939) Webroot (828)

Norman (2345) WinMagic (939)

Silicium Security (340)

Sophos (1817)

Symantec (1417)

Trend Micro (1833)

Webroot (828)
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Email & Web 
Security
Email and Web Security which remains a 
pretty hot area. This shouldn’t be surprising 
since these devices tend to be one of the only 
defenses against your typical attacks like 
phishing and drive-by downloads. We’ve 
decided to no longer call this market ‘content 
security’; that was a terrible name. Email and 
Web Security speaks to both the threat models 
as well as the deployment architectures of 
what started as the ‘email security gateway’ 
market. These devices screen email and web 
traffic moving in and out of your company at 
the application layer.

The goal is to prevent unwanted garbage like 
malware from coming into your network, as 
well as detection of unwanted activity like 
employees clogging up the network with HiDef 
downloads of ‘Game of Thrones’. These 
gateways have evolved to include all sorts of 
network and content analysis tools for a 
variety of traffic types (not just restricted to 
web traffic). Some of the vendors are starting 
to resemble UTM gateways, placing 50 
features all on the same box, and letting the 
user decide what they want from the security 
feature buffet. Most vendors offer a hybrid 

model of SaaS and in-house appliances for 
flexible deployments while keeping costs 
down. This is a fully mature and saturated 
market, with the leading vendors on a very 
even footing. There are several quality 
products out there, each having a specific 
strength in their technology, deployment or 
pricing model.

VPN Security and the Cloud
Remember how VPN support was a major requirement for 
every email security appliance? Yeah, well, it’s back. And 
it’s new and cloudified! Most companies provide their 
workforce with secure VPN connections to work from 
home or on the road. And most companies find themselves 
supporting more remote users more often than ever, which 
we touched on in the Endpoint Security section. As 
demand grows so too does the need for better, faster VPN 
services. Leveraging cloud services these gateways route 
users through a cloud portal, where user identification and 
content screening occur, then passing user requests into 
your network. The advantages are you get scalable cloud 

1. Bill Gates said 
spam is over. 
What’s taking 
you so long?

2. Can you block 
pr0n for 
everyone but 
my CEO?

3. Are you sure 
you don’t look 
into my email 
and web traffic 
for blackmail?

Big
3
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bandwidth, better connectivity, and security screening 
before stuff hits your network.

More (poor man’s) DLP
Yes, these secure web offerings provide Data Loss 
Prevention ‘lite’. In most cases, it’s just the subset of DLP 
needed to detect data exfiltration. And regular expression 
checking for outbound documents and web requests is 
good enough to address the majority of content leakage 
problems, so this works well enough for most customers, 
which makes it one of the core features every vendor must 
have. While it’s difficult for any one vendor to differentiate 
their offering by having DLP-lite, but they’ll have trouble 
competing in the marketplace without it. It’s an effective 
tool for select data security problems.

Global Threat Intelligence
Global threat intelligence involves a security vendor 
collecting attack data from all their customers, isolating 
new attacks that impact a handful, and automatically 
applying security responses to their other client 
installations. When implemented correctly, it’s effective at 
slowing down the propagation of threats across many sites. 
The idea has been around for a couple years, originating in 
the anti-spam business, but has begun to show genuine 
value for some firewall, web content and DAST (dynamic 
application security testing) products. Alas, like many 
features, some are little more than marketing ‘check the 
box’ functionality here while others actually collect data 
from all their clients and promptly distribute anonymized 
intelligence back to the rest of their customers to ensure 
they don’t get hammered. It’s difficult to discern one from 
the other, so you’ll need to dig into the product 
capabilities. Though it should be fun on the show floor to 
force an SE or other sales hack to try to explain exactly 
how the intelligence network works.

Anti-malware
Malware is the new ‘bad actor’. It’s the 2012 version of the 
Trojan Horse; something of a catch-all for viruses, botnets, 
targeted phishing attacks, keystroke loggers and marketing 
spyware. It infects servers and endpoints by any and all 
avenues available. And just as the term malware covers a 
lot of different threats, vendor solutions are equally vague. 
Do they detect botnet command and control, do they 
provide your firewall with updated ‘global intelligence’, or 
do they detect phishing email? Whatever the term really 
means, you’re going to hear a lot about anti-malware and 
why you must stop it. Though we do see innovation on 
network-based malware detection, which we covered in 
the Network Security section.

New Anti-Spam. Same as the old Anti-Spam
We thought we were long past the anti-spam discussion, 
isn’t that problem solved already? Apparently not. Spam 
still exists, that’s for sure, but any given vendor’s efficiency 
varies from 98% to 99.9% effective on any given week. Just 
ask them. Being firm believers in Mr. Market, clearly there 
is enough of an opportunity to displace incumbents, as 
we’ve seen a couple new vendors emerge to provide new 
solutions, and established vendors to blend their detection 
techniques to improve effectiveness. There is a lot of 
money spent specifically for spam protection, and it’s a 
visceral issue that remains high profile when it breaks, thus 
it’s easy to get budget for. Couple that with some public 
breaches from targeted phishing attacks or malware 
infections through email (see above), and anti-spam takes 
on a new focus. Again. We don’t think this is going to alter 
anyone’s buying decisions, but we wanted to make sure 
you knew what the fuss was about, and not to be surprised 
when you think you stepped into RSA 2005 seeing folks 
spouting about new anti-spam solutions.
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Email & Web Security Vendors at RSA 2012:

Email Security Web Security
Axway (1933) Barracuda Networks (1147)

AppRiver (532) Blue Coat (1841)

Barracuda Networks (1147) Cisco (1316)

Cisco (1316) M86 Security (1017)

M86 Security (1017) McAfee (1117)

McAfee (1117) ProofPoint (850)

Microsoft (1616) Sophos (1817)

ProofPoint (850) Symantec (1417)

RIM (732) Websense (1332)

SonicWALL (1153) Webroot (828)

Sophos (1817) Zscaler (639)

Symantec (1417)

Trend Micro (1833)

Websense (1332)

Zix Corp (550)
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Security 
Management
Security Management has been a dynamic and 
quickly evolving space that received a lot of 
attention at conference like RSA. Yet, we will 
probably see a little bit less visibility on the 
part of what we typically call security 
management (basically SIEM/Log 
Management) this year, because there will be 
fewer folks beating the drum for this 
technology. Why? That brings us to our first 
observation…

I can haz your start-up
Amazingly enough, the two highest profile SIEM/Log 
Management vendors were acquired on the same day last 
October. Q1Labs by IBM and Nitro Security by McAfee, 
which we wrote about in this post. This followed Big IT 
investing in the space over the previous few years (HP 
bought ArcSight in 2010 and RSA bought Network 
Intelligence in 2006 and Netwitness in earlier in 2011). So 
basically at the RSA show, you’ll see these security 
management platforms positioned clearly as the 
centerpiece of the security strategies of the Big security 
vendors. Cool, huh? The technology has moved from 
being an engine to generate compliance reports to a 
strategic part of the big security stack.

What will you see from these big vendors? Mostly a vision 
about how buying into their big security stacks you’d be 
able to enforce a single policy across all of your security 
domains and gain tremendous operational leverage. I say 

vision because the reality is these deals have all closed 
within the last two years and true integration remains way 
down the line. So make sure to poke hard on the plans for 
true integration, as opposed to what the booth graphics 
say. And then add a year or two to their estimates.

But there is one area of integration where you can get 
immediate value which is integration on the purchase 
order, which we don’t want to minimize. Being able to 
dramatically expand a security management 
implementation with money already committed to a 7 or 8-
figure enterprise purchase agreement is a good thing.

What about the Independents? You know, the handful that 
remain. These folks have no choice but to focus on the fact 
they aren’t a big company, but as we mentioned in the 
IBM/Q1 and MFE/Nitro deal analysis post, security 
management is a big company game now. But do check 
out these vendors to see them thinking somewhat out of 
the box relative to what’s next. Clearly you aren’t going to 
see a lot of forward thinking innovation out of the big 
vendors, as they need to focus more in integration. But the 
smaller vendors should be able to push the ball forward, 
and then see their innovations co-opted by the big guys. 

1. You just got 
bought by [big 
vendor]. Is the 
Ferrari on 
order?

2. Do I need a 
crystal ball to 
configure my 
SIEM rules?

3. If we use your 
tokenization 
service, is my 
PCI scope nil?

Big
3
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Yup, it’s a brutal world out there, but that’s how things 
work.

Don’t forget about those pesky logs.

As mentioned, a lot of focus will be on how SIEM becomes 
the centerpiece of the big IT companies security stacks. But 
let’s make the point that Log Management isn’t dead. 
You’ll see some companies looking to replicate the success 
of Splunk in focusing on not only security-oriented use 
cases for log data. That means things like the use cases 
discussed in our Monitoring Up the Stack research, and 
things like click stream analysis, transaction fraud 
detection, and pinpointing IT operations issues.

Also expect to hear a bunch about log management in the 
cloud. For those smaller organizations, this kind of 
deployment model can make a lot of sense. But there are 
some multi-tenancy complications to storing your logs in 
someone else’s cloud. So be sure to ask very detailed and 
granular questions about how they segment and protect 
the log data you send to them.

Platform hyperbole
Finally let’s point out the place where you’ll need to cut 
through the vendor boasts and hyperbole with a machete. 
That’s these so-called platforms, described above. We’ve 
been talking for a long time about the need to go beyond 
logs for a more functional security management capability, 
and you’ll hear that at the show as well. But the question 
will remain, where does the platform begin? And where 
does it end? There is no clear answer.

But let’s be very clear, we believe the security management 
platform of the future will be able to digest and analyze 
network full packet capture traffic. As we discussed in our 
Advanced Network Security Analysis research, to truly 
confirm a breach and understand the attacks used against 
you, it requires more granular information that exists in the 

logs. The question is to what degree the security 
management vendors acknowledge that.

The vendors that have it either via acquisition (RSA) or 
partnership (everyone else), won’t shy away from this 
realization. The real question gets back to you. To what 
degree can your existing personnel and processes make 
effective use of packet capture data? if you don’t have the 
sophistication to do malware analysis or do a detailed 
forensic investigation in house, then logs are good for the 
time being. But if you are interested in full packet capture, 
then really hit the vendors on integration with their 
existing SIEM platform. Firing alerts in two separate 
consoles doesn’t help you do things faster, nor is clicking 
on a log record to isolate the packet capture data in 
another system going to be a long term solution.

You’ll also still hear a bit about GRC, but the wind is out of 
those sails, and justifiably so. Not that IT-GRC platforms 
can’t add value, but most companies have a hard enough 
time getting their SIEM to correlate anything, so the idea of 
a big stack IT-GRC and the associate integration is 
challenging.
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Compliance
We get the sense that most of the vendors are 
tired of talking about compliance as they have 
switched their focus to APT and ‘The Insider 
Threat’. You know, that sexy security stuff, 
while compliance continues to be the biggest 
driver of security spend. Though you know 
trade shows, the focus needs to remain on the 
shiny stuff and thus we don’t expect 
compliance to be a major theme for the show 
this year. With compliance we will see a mix 
of regulation-focused messages and 
compliance-specific technologies, pretty much 
like every year:

Tokenization
We continue to see rapid adoption of tokenization to 
address the Payment Card Industry Data Security Standard 
(PCI-DSS) and you’ll likely see all of the vendors crowing 
about this at RSA. We’re seeing widespread interest, 
especially within the retail and finance verticals for 
tokenization. Companies are looking to reduce costs and 
minimize PCI audit scope, since it’s not like PCI adds to 
their top line. Thus the desire to at least reduce ̶ if not 
eliminate ̶ the expense. Remember that tokenization 
substitutes credit card numbers stored at a merchant site 
with a harmless, well, token. It only represents the credit 
card transaction, so a stolen token cannot be used to 
commit fraud. If you are looking to get educated at the 
show, focus on the sessions where savvy users talk about 
how they reduce the scope of PCI audits along with the 
associated costs of securing credit card data using this 
approach. While only a handful of tokenization vendors 
will be at the show, many of the payment processors have 
partnered with technology providers to offer tokenization 
as a managed service. Expect to see plenty of interest and 
discussion on this topic, and long lines at vendor booths.

GRC, Risk and The Cloud
While most journalists fling FUD balls with claims that ‘the 
cloud’ is less secure than traditional IT centers, most 
companies continue to look at how to use the cloud 
securely. Policy wonks work feverishly to see how they can 
leverage cheap cloud resources while meeting governance 
and compliance requirements. When in doubt, companies 
are using ‘virtual private‘ clouds to maintain the spirit of 
compliance, while the assessors debate about how to factor 
these new architectures into their findings. This might 
mean creating a private cloud on public infrastructure ‒ 
one that can only be accessed from inside a company’s 
existing IT systems ‒ or as a virtual private storage 
container where they encrypt everything before it’s moved 
to the cloud. Suffice it to say, these kinds of cloud use 
cases should be an interesting topic of conversation at 
RSAC, as application and database security types struggle 
with architecting secure cloud offerings.

Masking
ETL, dynamic masking, and masking in place are three 
deployment variations to data masking, and we are seeing 
growing adoption of all three, again as a means to reduce 
scope for these pesky audits. As applications are deployed 
faster under ‘Agile’ development cycles, there is a clear 
need for the agile creation of near-production quality data. 
Big data storage and processing requirements outstrip the 
performance capabilities of encryption, further 
complicating the issue. Complex data sets used for analysis 
defy tokenization and stringent access control restrictions 
for security, thus masking tends to be the best option to 
protect these data types. We expect masking technologies 
to play an increasing role in data security at the show and 
in the coming years, as an adjunct to encryption and 
tokenization-based approaches to compliance-driven data 
security.
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Security Management & Compliance Vendors 
at RSA 2012:

SIEM/Log 
Management

Configuration/
Patch

VM/Pen Testing GRC Services

Alert Logic (250) GFI Software (538) AppSec (2539) Agiliance (445) Akamai (851)

AlienVault (717) IBM (2233) Core Security (1759) AlertEnterprise (221) Alert Logic (250)

ArcSight/HP (1717) HP (1717) Critical Watch (633) Aveksa (154) AppRiver (532)

Dell Secureworks 
(2033)

McAfee (1117) GFI Software (538) Archer/RSA (1727) AT&T (831)

IBM/Q1Labs (2233) Microsoft (1616) IBM (2233) CA (1533) Dell SecureWorks 
(2033)

LogLogic (529) NetIQ (233) Imperva (517) Fox Technologies 
(751)

Digital Defense 
(2627)

LogRhythm (423) RSA (1727) McAfee (1117) HP (1717) FireHost (2727)

McAfee (1117) STEALTHbits (2736) nCircle (1023) IBM (2233) HP (1717)

NetIQ (233) Symantec (1417) Pwnie Express (2719) MetricStream (652) IBM (2233)

Quest Software 
(2339)

TripWire (1031) Qualys (1431) Modulo (439) IOActive (2159)

RSA (1727) VMWare (2041) Rapid7 (438) Oracle (2425) Mandiant (2650)

SenSage (2047) Operations
Management

Secunia (817) Forensics SAIC (2141)

Splunk (1825) AlgoSec (344) Tenable (729) GFI Software (632) Safelight Security 
(1655)

Symantec (1417) FireMon (539) Guidance (136) Symantec (1417)

Tenable (729) RedSeal Networks 
(417)

HBGary (2738) Trustwave (917)

TripWire (1031) Skybox Security 
(617)

Mandiant (2650) Verizon Business 
(1129)

TrustWave (917) Tufin (2658) Microsoft (1616)
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Cloud Security
Overall, as we mentioned in the Key Themes, 
cloud security will be one of the biggest trends 
to watch during the conference and it also 
happens to be one area where you should 
focus since there is some real innovation, and 
you probably have real problems that need 
some help.

New Kids on the Cloud Security Block 
(NKOTCSB)

Hiding in the corners will be some smaller vendors you 
need to pay attention to. Instead of building off existing 
security tools designed for traditional infrastructure (we're 
looking at you Big Security), they've created new products 
built from the ground up specifically for the cloud. Each of 
them focuses on a different cloud computing problem that's 
hard to manage using existing tools ‒ identity management 
(federated identity gateways), instance security, encryption, 
and administrative access. Many of these have a SaaS 
component, but if you corner them in a back room and 
have enough cash they'll usually sell you a stand-alone 
server you can manage yourself. NKOTCSB FTW.

Cloudwashing vs. Extreme Cloud Makeover
If you haven't heard the term before, "cloudwashing" refers 
to making a virtual appliance of a product ready to run on 
Amazon Web Services, VMWare, or some other cloud 
platform without really changing much in the product. This 
is especially amusing when it comes from vendors who 
spent years touting their special hardware secret sauce for 
their physical appliance. Consider these transitional 
products, typically better suited for private cloud IaaS. It 
might help, but in the long run you really need to focus on 
cloud-specific security controls.

But some vendors are pushing deeper and truly adapting 
for cloud computing. It might be better use of cloud APIs, 
redesigning software to use a cloud architectural model, or 
extending an existing product to address a cloud-specific 
security issue that's otherwise not covered. The best way to 
sniff the cloudwashing shampoo is to see if there are any 
differences between the traditional product and the virtual 
appliance version. Then ask, "do you use the //cloud 
platform// APIs or offer any new APIs in the product?" and 
see if their faces melt.

Virtual Private Data

We also cover this one in the Data Security section so we 
won't go into much more detail here, but suffice it to say 
data security is pretty high on the list of things people 
moving to the cloud need to look at. Most encryption 
vendors are starting to support cloud computing with 
agents that run on cloud platforms as an extension of their 
to their existing management systems (thus requiring a 
hybrid model), but a couple are more cloud-specific and 
can deploy stand-alone in public cloud.

CloudOps
Most of the practical cloud-specific security, especially for 
Infrastructure as a Service comes from the (relatively) new 
group of cloud management vendors. Some might be at 
RSA, but not all of them since they sell to data center 
operations teams, not CISOs. Why? Well, it just might be 
the big wads of cash that Ops teams have in comparison. 
Keep an eye on these folks because aside from helping 
with configuration management automation, some are 
adding additional features like CloudAudit support, data 
protection/encryption, and network security (implemented 
on a virtualized host). While the NKOTCSB are totally 
focused on security innovation, the management and 
operations platforms concentrate on cloud operational 
innovation, which obviously has a big security component.
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Company Name Booth 
Number

Website

(ISC)2
3M Mobile Interactive Solutions 
Division
6WIND
AMAX Information Technologies
APCON, Inc.
AT&T
AUCONET GmbH (Partner Pavilion)
Accellion, Inc.
ActivIdentity, part of HID Global
Advantech
Affinion Security Center
Agiliance
AhnLab
AirWatch
Akamai Technologies
Alert Enterprise
Alert Logic
AlgoSec
AlienVault
Allegro Software Development 
Corporation
Alta Associates Inc.
American Portwell Technology, Inc.
Anonymizer, Inc.
Anue Systems Inc.
AppRiver
Application Security, Inc.
Appthority
Arbor Networks
Armorize Technologies Inc.
Arxan Technologies
Authentify, Inc.
Authernative, Inc.
Avecto Ltd.
Aveksa
Axway
Barracuda Networks

146 www.isc2.org
453 www.3mprivacyfilter.com

242 www.6wind.com
446 www.amax.com
433 www.apcon.com
831 www.att.com

1342 www.auconet.com
122 www.accellion.com

1646 www.actividentity.com
229 www.advantech.com
246 www.affinionsecuritycenter.com
445 www.agiliance.com

1157 www.ahnlab.com
951 www.air-watch.com
851 www.akamai.com
221 www.alertenterprise.com
250 www.alertlogic.com
344 www.algosec.com
717 www.alienvault.com
240 www.allegrosoft.com

750 www.altaassociates.com
628 www.portwell.com

2620 www.anonymizer.com
2433 www.anuesystems.com
532 www.appriver.com
523 www.appsecinc.com

2734 www.appthority.com
2417 www.arbornetworks.com
329 www.armorize.com
324 www.arxan.com
832 www.authentify.com
651 www.authernative.com

2747 www.avecto.com
154 www.aveksa.com

1933 www.axway.com
1147 www.barracudanetworks.com

RSA Conference 2012 Vendor List
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Company Name Booth 
Number

Website

BeCrypt Inc.
Behaviosec
BeyondTrust Corp.
Bit9, Inc.
Bitdefender
BlockMaster AB
Blue Coat Systems, Inc.
BluePoint Security
Brainloop Inc.
BreakingPoint Systems, Inc.
Brinqa
BroadWeb Corporation
BSI
CA Technologies
CTG Security Solutions
Cavium, Inc.
Celestix Networks
Check Point Software Technologies
Cherry
Cisco
Clearswift Corporation
Cloud Security Alliance
CloudLock
Collective Software LLC
Commtouch, Inc.
Comodo Group, Inc.
Core Security
CoreTrace Corporation
CounterTack
Coverity
Covisint, a Compuware Company
Critical Watch
Cryptography Research, Inc.
Cryptomathic, Inc.
Cyber-Ark Software, Inc.
CyberMaryland
Cybera
Cyberoam
DELL SecureWorks
DHS/National Cyber Security 
Division

442 www.becrypt.com
2454 www.behaviosec.com
545 www.beyondtrust.com
428 www.bit9.com
654 www.bitdefender.com
728 www.blockmastersecurity.com

1841 www.bluecoat.com
2517 www.bluepointsecurity.com
1342 www.brainloop.com
1917 www.breakingpoint.com
152 www.brinqa.com

2125 www.broadweb.com.cn
1342 www.bsi.bund.de
1630 www.ca.com
116 www.ctg.com

2525 www.cavium.com
2551 www.celestix.com
1925 www.checkpoint.com
755 www.cherrycorp.com

1316 www.cisco.com
248 www.clearswift.com
343 www.cloudsecurityalliance.com

2755 www.cloudlock.com
351 www.collectivesoftware.com
253 www.commtouch.com

2439 www.comodo.com
1759 www.coresecurity.com
1959 www.coretrace.com
845 www.countertack.com
555 www.coverity.com
554 www.covisint.com
633 www.criticalwatch.com

1039 www.cryptography.com
2358 www.cryptomathic.com
2153 www.cyber-ark.com
226 www.CyberMaryland.org

2451 www.cybera.net
323 www.cyberoam.com

2033 www.secureworks.com
645 www.dhs.com/cyber
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Company Name Booth 
Number

Website

Damballa
DeviceLock
Diebold, Inc.
DigiCert
Digital Defense, Inc.
DriveSavers Data Recovery
ENTERSEKT
ENX Association
Easy Solutions, Inc.
Electronic Frontier Foundation
Ellisys Corporation
Encryptek, LLC
Encryptics
Enforcive
Entrust
ESET, LLC
Equifax
Exar
F5 Networks
FEITIAN Technologies Co., Ltd.
Faronics
Fasoo.com, Inc.
Federal Bureau of Investigation
FileOpen Systems Inc.
FireEye, Inc.
FireHost
FireMon
Fluke Networks (AirMagnet)
ForeScout Technologies, Inc.
Fortinet Inc.
Fox Technologies
Freescale Semiconductor, Inc.
G Data Software
GFI Software
Garner Products
Gemalto
German Federal Ministry of 
Economics and Technology
Gigamon LLC
Glimerglass Optical Cyber 
Solutions

2225 www.damballa.com
959 www.devicelock.com
757 www.diebold.com
143 www.digicert.com

2627 www.ddifrontline.com
451 www.drivesavers.com

2647 www.entersekt.com
1342 www.enx.com
2058 www.easysol.net
2749 www.eff.org
2629 www.ellisys.com
2635 www.ecryptek.net
2654 www.encryptics.com
2516 www.enforcive.com
2325 www.entrust.com
1139 www.eset.com
222 www.anakam.equifax.com

2739 www.exar.com
2147 www.f5.com
2133 www.ftsafe.com
140 www.faronics.com

2445 www.fasoo.com
132 www.fbi.gov

2455 www.fileopen.com
2117 www.fireeye.com
2727 www.firehost.com
539 www.firemon.com
556 www.airmagnet.com
931 www.forescout.com
823 www.fortinet.com
751 www.foxt.com
126 www.freescale.com

2317 www.gdata-software.com
632 www.gfi.com

1859 www.garner-products.com
234 www.gemalto.com

1348 www.bmwi.de

745 www.gigamon.com
2259 www.glimmerglass.com
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Company Name Booth 
Number
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Global Knowledge
GlobalSCAPE
GlobalSign
GoDaddy.com
Good Technology
Guardian Analytics
Guidance Software
Gurucul Solutions
HBGary, Inc.
Hitachi ID Systems, Inc
HOB, Inc.
HP
Huawei
HyTrust, Inc.
IAPP
IBASE Technology, Inc.
IBM Corporation
IEEE Security & Privacy
INSIDE Secure
IOActive, Inc.
ISACA
ITAC
Identity Finder, LLC
Imation Mobile Security - 1
Imation Mobile Security - 2
Imperva Inc.
Infineon Technologien AG
InfoExpress, Inc.
InfoGard
InfoSecurity Ireland
Informatica, Inc.
Information Networking Institute - 
Carnigie Mellon
Information Systems Security 
Association (ISSA)
Infosecurity Magazine - Reed 
Exhibitions
Integralis, Inc.
Intel
Inteligensa USA Inc.
Ipswitch, Inc.

2651 www.globalknowledge.com
1659 www.globalscape.com
429 www.globalsign.com
230 www.godaddy.com
127 www.good.com

2450 www.guardiananalytics.com
136 www.guidancesoftware.com
138 www.guruculsolutions.com

2738 www.hbgary.com
450 http://hitachi-id.com

1447 www.hobsoft.com
1717 www.hpenterprisesecurity.com
2439 www.huawei.com/enterprise
333 www.hytrust.com
147 www.privacyassociation.com
353 www.ibase.com.tw

2233 www.ibm.com
2633 http://computer.org
124 www.insidesecure.com

2159 www.ioactive.com
151 www.isaca.org

2258 www.itac.co
2645 www.identityfinder.com
839 www.imationmobilesecurity.com
553 www.imationmobilesecurity.com
517 www.imperva.com

1342 www.infineon.com
2623 www.infoexpress.com
316 www.infogard.com
123 www.infosecurityireland.com
854 www.informatica.com
558 www.ini.cmu.edu

149 www.issa.org

223 www.infosecurity-magazine.com

657 www.integralis.com
1324 www.intel.com
142 www.inteligensa.com
629 www.ipswitchFT.com
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IronKey, Inc.
Ixia
JiranSoft
Juniper Networks
KOBIL Systems GmbH
Kaspersky Lab
Key Source International
Keypasco AB
Kingston Technology Co. Inc.
Klocwork
KoolSpan, Inc.
LJ Kushner & Associates, LLC
Lancope
Lanner Electronics Inc.
Legendsec Technology Co.Ltd
Liaison Technologies
Lieberman Software Corporation
Linoma Software
Lionic
LogLogic
LogRhythm, Inc.
Lynux Works
M86 Security
MANDIANT
MBX Systems
MITRE - CVE/OVAL/CWE
Mantaro Product Development 
Services
McAfee, an Intel company
Messageware Incorporated
Metaforic
Metric Stream
Mi-Token
Microsoft
Modulo
Motorola Solutions
Mykonos Software, Inc.
Myricom
NEI
NETGEAR, Inc.
NETpeas

2241 www.ironkey.com
2545 www.ixiacom.com
2639 www.jiransoft.com
923 www.juniper.net

1439 www.kobil.com
2025 www.kaspersky.com
2355 www.ksikeyboards.com
656 www.keypasco.com

1059 www.kingston.com
2753 www.klocwork.com
2247 www.koolspan.com
542 www.ljkushner.com

1051 www.lancope.com
1459 www.lannerinc.com
2125 www.legendsec.com/english/support.html
733 www.liaison.com
352 www.liebsoft.com
239 www.goanywhereMFT.com

2722 www.lionic.com
529 www.loglogic.com
423 www.logrhythm.com
332 www.lynuxworks.com

1017 www.m86security.com
2650 www.mandiant.com
528 www.mbx.com

2617 http://msm.mitre.org
120 www.sessionvista.com

1117 www.mcafee.com
2624 www.messageware.com
354 www.metaforic.com
652 www.metricstream.com
457 www.mi-token.com

1616 www.microsoft.com
439 www.modulo.com

2726 www.motorolasolutions.com
2253 www.mykonossoftware.com
352 www.myricom.com
739 www.nei.com
255 www.netgear.com
141 www.netpeas.com
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Company Name Booth 
Number

Website

NSA
NSFOCUS
NSS Labs, Inc.
NXP Semiconductors
nagra ID Security
Napatech Inc.
Narus, Inc.
nCircle
Neohapsis, Inc.
Net Optics, Inc.
NetIQ
Netronome Systems
Neusoft Corporation
New Horizons Computer Learning 
Centers
Nexcom
Niometrics Pte. Ltd
Norman Data Defense Systems Inc.
NuCaptcha
OASIS KMIP Standards Showcase
OASIS XACML Standards 
Showcase
OATH
OPSWAT, Inc.
Oberthur Technologies
Okta
Onapsis S.R.I.
OneLogin
Oracle
Palo Alto Networks
Patriot Technologies
Pawaa Software Private Limited
Paymetric, Inc.
PerspecSys Inc.
PhishMe, Inc.
PhoneFactor
Ping Identity
PistolStar Inc.
PointSharp AB
Prolexic Technologies
ProofPoint, Inc.

1947 www.nsa.gov
533 www.nsfocus.com
320 www.nsslabs.com
241 www.nxp.com

2053 www.NIDsecurity.com
1657 www.napatech.com
2017 www.narus.com
1023 www.ncircle.com
341 neohapsis.com

1753 www.netoptics.com
233 www.netiq.com

2333 www.netronome.com
2133 http://neteye.neusoft.com
859 www.nethorizons.com

2619 www.nexcom.com
2555 www.niometrics.com
2345 www.norman.com
2646 www.nucaptcha.com
128 www.oasis-open.org
129 www.oasis-open.org

2744 www.openauthentication.org
356 www.opswat.com
317 www.oberthur.com
216 www.okta.com
350 www.onapsis.com
655 www.onelogin.com

2425 www.oracle.com
1638 www.paloaltonetworks.com
456 www.patriot-tech.com
259 www.pawaa.com
347 www.paymetric.com

2459 www.perspecsys.com
2359 www.phishme.com
1045 www.phonefactor.com
2751 www.pingidentity.com
318 www.portalguard.com

2653 www.pointsharp.com
2735 www.prolexic.com
850 www.proofpoint.com
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Company Name Booth 
Number

Website

Protected-Networks.com
Pwnie Express
Qosmos
Qualys, Inc.
Quest Software
RSA, The Security Division of EMC
RSAM
Radiant Logic, Inc.
Radware, Inc.
Rapid7
RedSeal Systems, Inc.
Research In Motion
Riverbed Technology
Rohde & Schwarz
SAIC
SANS Institute
SECnology
SIRRIX AG security technologies
SPYRUS
SSH Communications
STEALTHbits Technologies
STMicroelectronics
SYSMATE
SafeNet, Inc.
Safelight Security
Secunia
SecureAuth Corporation
Security Mentor
Security On-Demand
Secusmart
SenSage, Inc.
Silicium Security
Sims Recycling Solutions
Skybox Security, Inc.
Smart Displayer Technology
Softex, Inc.
Software Engineering Institute
Solera Networks
SonicWALL, Inc.
Sophos, Inc.
Sourcefire

2754 www.protected-networks.com
2719 http://pwnieexpress.com
2158 www.qosmos.com
1431 www.qualys.com
2339 www.quest.com/identity-management
1727 www.rsa.com
623 www.rsam.com
345 www.radiantlogic.com
856 www.radware.com
438 www.rapid7.com
417 www.redsealnetworks.com
732 www.rim.com

2618 www.riverbed.com
1350 www.sit.rohde-schwarz.com
2141 www.saic.com
2716 www.sans.org
236 www.secnology.com

1342 www.sirrix.com
1953 www.spyrus.com
357 www.ssh.com

2736 www.stealthbits.com
2718 www.st.com
752 www.sysmate.com

2734 www.safenet-inc.com
1655 www.safelightsecurity.com
817 www.secunia.com
217 www.goSecureAuth.com
328 www.securitymentor.com

2750 www.securityondemand.com
1342 www.secusmart.com
2047 www.sensage.com
340 www.siliciumsecurity.com
225 www.us.simsrecycling.com
617 www.skyboxsecurity.com
342 www.smartdisplayer.com.tw
551 www.softex.com

2059 www.sei.cmu.edu
2351 www.soleranetworks.com
1153 www.sonicwall.com
1817 www.sophos.com
2552 www.sourcefire.com
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Company Name Booth 
Number

Website

Specops Software Inc.
Splunk Inc.
Stonesoft Inc.
StrikeForce Technologies, Inc.
StrongAuth, Inc.
Symantec Corporation
Symplified
Systematic Development Group, 
LLC
TITUS
TechGuard Security
TeleSign Corporation
TeleTrusT - IT Security Association 
Germany
Tenable Network Security, Inc.
Thales e-Security
Thycotic Software Ltd.
Trend Micro
TrewPort Technologies
Tripwire, Inc.
Trusteer
Trustwave
Tufin Technologies
University of Denver
VASCO Data Security
VMWare
VSS Monitoring
ValidEdge
Venafi, Inc.
Veracode, Inc.
Verizon Business
Vineyard Networks
Visible Statement
Vormetric, Inc.
Vyatta Inc.
WatchGuard Technologies
Watchdata System Co., Ltd.
Wave Systems Corp.
Wave Systems Corp.
Webroot, Inc.
Websense Inc.

251 www.specopssoft.com
1825 www.splunk.com
945 www.stonesoft.com

2217 www.strikeforce.com
2520 www.strongauth.com
1417 www.symantec.com
118 www.symplified.com

2723 www.lok-it.net

1847 www.titus.com
2717 www.techguard.com
432 www.telesign.com

1342 www.teletrust.de

729 www.tenable.com
723 www.thales-esecurity.com

2550 www.thycotic.com
1833 www.trendmicro.com
119 www.trewport.com

1031 www.tripwire.com
117 www.trusteer.com
917 www.trustwave.com

2658 www.tufin.com
2529 www.universitycollege.du.edu
135 www.vasco.com

2041 www.vmware.com
2533 www.vssmonitoring.com
339 www.validedge.com

1653 www.venafi.com
1853 www.veracode.com
1129 www.verizonbusiness.com
2655 www.vineyardnetworks.com
338 www.greenidea.com
245 www.vormetric.com
452 www.vyatta.com

1453 www.watchguard.com
2752 www.watchdata.com
2626 www.safend.com
1941 www.wave.com
828 www.webroot.com

1332 www.websense.com
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Company Name Booth 
Number

Website

Wedge Networks
West Coast Labs
WinMagic Data Security
Xbridge Systems, Inc.
x.o. ware, inc.
yaSSL.com
Zix Corporation
Zscaler, Inc.

153 www.wedgenetworks.com
2732 www.westcoastlabs.com
939 www.winmagic.com

2644 www.xbridgesystems.com
2720 www.xoware.com
330 www.yassl.com
550 www.zixcorp.com
639 www.zscaler.com
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Dining and Beverage Guide
This year we had a request for some of our favorite places to grab a bite or a drink. After all 
these years we hate to admit how much time we’ve spent grubbing for food around the 
Moscone center, especially since this isn’t the only event we attend there. Here’s a 
combination of our recommendations and some tips from our friends on Twitter.

Best breakfast that’s a little out of the way: 
Mo’z Cafe

Best convenient breakfast everyone knows 
about but might be slow: Mel’s Cafe

Best coffee/breakfast/lunch place for quick 
meetings: The Grove

Best place to have a drink marketing/PR 
person buy you a free drink: Lobby bar at W 
hotel

Close food courts with decent food for lunch:

Westfield Center, Metreon

Best Drinks: Burbon and Branch

Easy places to find a party you might not get 
into: Thirsty Bear, Ruby Skye, and (All the 
hotels directly surrounding Moscone)

Best place to get a good beer even if there’s 
party upstairs: Thirsty Bear

Pretend Mexican place to avoid unless you’re 
desperate: Chevy’s Fresh Mex

Best Indian: Amber

Best spicy noodle place: Henry’s Hunan

Mike’s personal recommendation: Mitchell 
Brothers O’Farrell Theater

Click Me. Really.
We even put together some nice maps. Click on 
the names of the establishments to pull up a 
map, description, and ratings in your web 
browser. 

It’s even mobile friendly!

(Not that the rest of this document is).

Photo by Road Fun - http://flic.kr/p/4DX684
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http://www.bing.com/local/details.aspx?lid=YN114x1994434&q=chevy's%20San%20Francisco%2c%20California&qt=yp&tid=707e3ccf7583491db5dbcabc7f5fe2bf&FORM=LLSV
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Once again this year Securosis will be hosting 
the Disaster Recovery Breakfast on Thursday, 
March 1 between 8 and 11 with help from our 
friends at Threatpost, SchwartzMSL, and 
Kulesa Faul. RSVP and enjoy a nice quiet 
breakfast with plenty of food, coffee, recovery 
items (aspirin & Tums), and even the 
hair of the dog for those of you not quite 
ready to sober up.

We keep pretty busy schedules at RSA each year. But the good news is that we do a number of 
speaking sessions and make other appearances throughout the week. Here is where you can 
find us:

Speaking Sessions
• DAS-108: Big Data and Security ̶ Rich (Tuesday, Feb 28 @ 12:30 PM)

• EXP-304: Grilling Cloudicorns ̶ Rich (Thursday, March 1 @ 12:45 PM)

• Flash Talks Powered by PechaKucha: Mike will be presenting “A Day in the Life of a CISO, as told by 
Shakespeare”  (Thursday, March 1 @ 5:30 PM)

Other Events
• e10+: Rich, Mike and Adrian are the hosts and facilitators for the RSA Conference's e10+ program targeting CISO 

types. That's Monday morning (Feb. 27) from 8:30 to noon.

• America's Growth Capital Conference: Mike will be moderating a panel at the AGC Conference on cloud 
management and security with folks from Afore Solutions, CipherCloud, Dome9, HyTrust, and Verizon. The session is 
Monday afternoon, Feb. 27 at 2:15 PM. 

Don’t Miss the DR Breakfast

See Securosis Speak
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About Us
Securosis, L.L.C. is an independent research and 
analysis firm dedicated to thought leadership, 
objectivity, and transparency. Our analysts have all 
held executive level positions and are dedicated to 
providing high-value, pragmatic advisory services.

• Primary research publishing: We currently release the vast 
majority of our research for free through our blog, and 
archive it in our Research Library. Most of these research 
documents can be sponsored for distribution on an annual 
basis. All published materials and presentations meet our 
strict objectivity requirements, and follow our Totally 
Transparent Research policy.

• Research products and strategic advisory services for end 
users: Securosis will be introducing a line of research 
products and inquiry-based subscription services designed 
to assist end user organizations in accelerating project and 
program success. Additional advisory projects are also 

available, including product selection assistance, technology 
and architecture strategy, education, security management 
evaluations, and risk assessments.

• Retainer services for vendors: Although we will accept 
briefings from anyone, some vendors opt for a tighter, 
ongoing relationship. We offer a number of flexible retainer 
packages. Example services available as part of a retainer 
package include market and product analysis and strategy, 
technology guidance, product evaluations, and merger and 
acquisition assessments. Even with paid clients, we maintain 
our strict objectivity and confidentiality requirements. More 
information on our retainer services (PDF) is available.

• External speaking and editorial: Securosis analysts frequently 
speak at industry events, give online presentations, and write 
and/or speak for a variety of publications and media. 

• Other expert services: Securosis analysts are available for 
other services as well, including Strategic Advisory Days, 
Strategy Consulting engagements, and Investor Services. 
These services tend to be customized to meet a client’s 
specific requirements. 

Awesomesauce
We know we’re damn lucky to 
have the jobs and opportunities 
that we do. We aren’t a billion 
dollar company with thousands of 
employees; we’re just three 
partners with a few of our friends 
helping out when they can, all 
trying to bring a little value to the 
world. We get to write the 

research we want, give most of it away for free, and participate with the 
security community without worrying about corporate overlords 
checking over our shoulders. 

Thank you,

Adrian, Mike, and Rich

RSA Conference 
Guide 2012

Securosis LLC
515 E. Carefree Highway

Suite 766
Phoenix, AZ 85085
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